[ IpunoskeHue K MUCbMyY
MHHHUCTEPCTBA 00pa3oBaHus
CapatoBckoit oOnacTu

ot 24,05, 200 Ne 0144/34’:?2

Hudopmaunonnas naMsrka
AJ1s1 HECOBEPIIEHHO/IETHHX 10 BONPOcaM KHOepOe30MacHOCTH
B ceT «MHTEepHED?

KoMnbloTepHble BHPYCHI

KoMnbloTepHslii BUpyC - 3T0 paBHOBH):LHbCTb KOMIIBIOTEPHBIX [POTrPaMM,
OTIMYUTETBHOH OCOOEHHOCTBIO KOTOPOH SIBISETCSI CMIOCOOHOCTh K pa3MHOKEHUIO
(komupoBaHuio). B nonomHeHue K 3TOMY, BHPYChl MOIYT MOBPEIHTH HIH
MOJHOCTHIO YHUYTOXKUTH Bee (ailiibl M TaHHbIe, NOAKOHTPOJILHBIE TOJIB30BATEIIO,
OT MMEHH KOTOPOro Obljia 3amylieHa 3apakEHHast PorpaMMa, a TakyKe MOBPEIUTh
HITH JIaKEe YHHYTOXKHUTH ONEPAllHOHHYIO CHCTEMY €O BceMM (aitnamu B 1enom. B
OOJIBLIMHCTBE CITyYaeB PacrpoCTPaHsIOTCs BUPYCh uepes MHTepHer.

MeToabI 32IHTRBI OT BPeJOHOCHBIX NPOrPamMMm:

L, HMcrnonesyit  coBpeMeHHbIE OIEpalMOHHBIE CHCTEMbI, WMEIOLIHE
CEPBE3HBIM YPOBEHb 3alLIMThI OT BPEIOHOCHBIX TPOIPAMM;

2, IlocTostHHO ycTanaBnuBail matym (UM(pOBblE 3amuaTKH, KOTOpPbIE
ABTOMATHYECKH YCTAHABJIMBAIOTCS C LENbI0 AOPabOTKH MPOrpamMMbl) U ApYyrHe
OOHOBJIEHMsSI CBOEGH oOmMepanuoHHo# cucreMbl. CKauWBaili WX TOIBKO C
opuumansHoro  caiita  paspaborunka OC. Ecuu CYLIECTBYET  PEKHUM
ABTOMATHYECKOIo OOHOBJICHHUS, BKIIIOYH €r0;

3. Paboraii Ha cBoem KoMmmBIOTEpE MO [IpaBaMM I10JIL30BATENIS, 4 HE
aJIIMMHMCTPATOPa. DTO HE MO3BOJUT OONBIIMHCTBY BPEIOHOCHBIX MPOrpPaMM
MHCTAJUIMPOBAThCsl HA TBOEM IIEPCOHATIBHOM KOMITBIOTEPE;

4. Mcrone3ylt  aHTHBHpYCHBIE NpPOTPAMMHBIE TPOAYKTBI H3BECTHBIX
IIPOM3BOJIMTEINIEH, C aBTOMATUYECKUM OOHOBIIEHHEM Oa3;

3. Orpanndb  (usMuecknii JOCTYN K KOMIBIOTEPY 7Sl MOCTOPOHHHX
JIHLL;

6. Hcronb3yit BHemnye Hocurenn uubopManuu, Takue Kak dIerika,
aucK uin ain w3 MarepHera, TOJILKO U3 MPOBEPEHHBIX HCTOUHHKOB;

7. He oTkpbiBaii koMMblOTEpHbIE (alliibl, MOJydeHHbIe H3 HEHANEHKHBIX

ucTouHnKoB. Jlaxe Te (aiiyibl, KOTOpBIE NpHcnan TBOM 3HaKoMbIH. Jlyune yTouHu
Y HEero, OTIpasiisl JIu OH Tede UX.

8.

Cern WI-FI

C momoumsto WI-Fi MokHO monyuuts GecruiaTHbIH UHTEPHET-0CTYN B
0OLIECTBEHHBIX MeCTax: Kade, OTeNsX, TOProBeIX [EHTpax M asporoprax. Tak e
SIBJIIETCA OTJIMYHON BO3MOKHOCTBIO BhIXOJa B MHTepHer. Ho MHOTHe sKcnepTsl
CYMTAIOT, 4TO obmenocrynusie WiFi cetu He aBasioTcs 6€30MacHbIMH.




Cosernl no Ge3onacHoeTH paGoThl B oOmegocTynubix cerax Wi-fi

1. He nepenasaii cBoro nuunyro uupopmarmio 4yepe3 OOIIeNOCTYIIHbIE
Wi-Fi cetn. PaGorast B HuX, jKenaTenbHO He BBOINTH MapoJik JOCTyNa, JIOTHHBI U
KaKHe-TO HoMepa;

2. Mcrosne3yit 1 06HOBIISIT aHTHBHPYCHBIE POrPAMMBI 1 Opanamayap.
Tem cambiM ThI 0Ge30mackb ce6sl OT 3aKauku BUpyCa Ha TBOE YCTPOKICTBO;
3. Ipn ucnonszosanun Wi-Fi otkmoun dyrkumio «O6muii JOCTYyI K

dabinam u npunTepam». Jaunas QyHKIUS 3aKphITa [0 YMOJIYAHUIO, OJ(HAKO
HEKOTOPBIC MONB30BATE/IH aKTHBHPYIOT €€ 11 y100CTBa HCII0JB30BaHKs B paboTe
WM yuebe;

4. He ucronssyii nyGmuunsiit WI-FI ans nepemadu THYHBIX NaHHBIX,
HanpUMep, Jist BBIXOZa B COLMAIIbHBIE CETH MITH B HJIEKTPOHHYIO T10YTY;

3. Mcnonbsyit Tonibko 3amuiienHoe coenunenue uepes HTTPS, a e
HTTP, 1.e. npu nabope Be6-aapeca BBOAM HMEHHO «https://»;

6. B mobuneHoM Tenedone orkmoun dynkuuto «Iloakmouenne k Wi-Fi
aBTOMATHUECKH». He normyckaii aBTOMAaTHUYECKOro MOIKIIOYEHMsS YCTPOHCTBA K
cersim Wi-Fi 6e3 TBoero cornacus.

CounuanbHble ceTH

CoumanbHast ceTh - 3TO caiir, KOTOPBIH NIPEOCTABIAET BO3MOKHOCTE JIFOISIM
OCYLLECTBJIATh OOLIeHHe Mexay coboil B UHTepHeTe. Yalle Bcero B HUX JUIS
KQKJOrO  1ejloBeKa BBINCIACTCSI CBOSL JIMYHAs CTPAHUYKa, Ha KOTOPOH OH
yKasbiBaeT o cebe pasnuuHyi0 WH(GOPMALUIO, HAYMHAS OT MMEHH, (paMuIHH U
3aKaH4YMBast JIMYHBIMU (QoTorpadusMu. MHOrMe MoJIb30BaTeNd He [IOHUMAIOT, YTO
HUHpOPMALIUS, pa3sMellleHHass UMH B COLIMATbHBIX CeTAX, MOXKET ObITh HalJeHa U
MCIIOJIB30BaHa KEeM YrojlHOo, B TOM 4YHCJIEe He o0083aTebHO ¢  OJaruMH
HaMEepEeHUSIMH.

OcHoBHBIE COBETHI 10 6€30MACHOCTH B COLMAIBHBIX CETSIX:

L, Orpannub crmcok apyseit. YV Tebs B JAPY3bsIX HE JOHKHO OBIThH
CIIyYaWHBIX M HE3HAKOMBIX JTIO/IEH;

o 3alminai cBolo yacTHyIo ku3Hb. He ykasbiBaif apoju, TeaedoHbl,
anpeca,  naTy  TBOEro  pOXACHUS M JAPYIyI0 JIMYHYIO  MH(OPMAIHIO.
3/I0yMBILIICHHUKH MOTYT UCIIOIB30BATh JaKe MH(POPMALIUIO O TOM, KaK Thl H TBOH
POMUTEIH IUTAHUPYETE MPOBECTH KAHUKYJIbI;

3. 3alluiiai CBOIO PeryTALKo - JepikH ee B YMCTOTEe M 3a1aBail cebe
BOTMPOC: XOTeJ ObI ThI, 4TOOBI JAPYTHE TOIB30BATENN BUIEIH, UTO ThI 3arPyKaelilh?
Ioxymaii, mpesie 4eM 4To-To ony6IuKOBaTh, HAMCATh | 3arpy3uTh;

4. Ecii Thl TOBOpHILL ¢ JIIOIBMH, KOTOPBIX HE 3HAEIb, HE UCTIOJIb3YH

CBOC PCAJIbHOE HUMs W JIDYTYIO JIMYHYIO MH(DOPMALMU: MMS, MECTO JKUTEILCTBA
MECTO yuebbl U npoyee;
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3. W3beraii pasmeruenus (ortorpaduii B Hurepnere, rae bl u300paxeH
Ha MCCTHOCTH, 10 KOTOPOH MOXKHO OMNPEJIe/TUTh TBOE MECTOTOIOKEHHUE,
6. I[lpu perucrpaunm B coumanbHoii ceTH HEOOGXOIMMO HCMOMB30BATH

CJIOJKHBIC MAPOJIM, COCTOSIIINE W3 OYKB U LU(P U ¢ KOJUUECTBOM 3HAKOB HE MeHee
8;



7. Hnst  coumanbHOM ceTw, MOYTHI M APYTHX CaiiTOB HEOHXOMMMO
MCIONIB30BATh pasHble napoiu. Toraa ecan Tebst B3IOMAIOT, TO 3J10yMBIIITEHHUKHI
[OJIy4aT HOCTYI TOJIBKO K OZTHOMY MECTY, & He BO BCE Cpa3y.

JJIEKTPOHHBIE IeHbI'H

DIeKTPOHHBIE JIGHBIM — 3TO OYeHb YAOOHBIH CrOCO6 rutaTexked, oOIHAKO
CYWECTBYIOT MOLICHHUKH, KOTOPBIE XOTST MOJYYHTh 3TH AEHBIH.

DJIeKTPOHHBIE JIEHBIH MOSBUIMCH COBCEM HEJaBHO H HMEHHO H3-3a 9TOrO BO
MHOTHX FOCyapcTBax JI0 CHX IO He NPOMKUCAHO PO HUX B 3aKOHAX.

B Poccun jxe oHM (hyHKLIMOHHPYIOT M 0 HMX yIXKe NPOMHCAHO B 3aKOHE, e
UX PasJIC/ISIlOT Ha HECKOJIbKO BHMIOB - aHOHMMHBIE W HE aHOHUMHBbIe. Pa3Huia B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOAUTE ONepalyu 6e3
MACHTU(DMKAUMK  TONB30BaTeNs, a B HE AHOHHUMHBIX UeHTU(DUKATMH
0Jb30BaTeIs ABISETCS 00s13aTeIbHOM.

Tatoke cnemyer pasnuuarh  9NEKTPOHHBIE (UATHBIE EHBIH (paBHBI
FOCYNapCTBEHHBIM BaIOTaM) M 3JIEKTPOHHbIE HedUaTHbIE JeHbMH (He paBHbI
roCyJ1apCTBEHHBIM BaJIOTaM ).

Ocuosuble coBeTnl N0 GeszonacHoii paGore ¢ JIEKTPOHHBLIMH AeHbIAMH:

l. [Ipussokn k cuery MoGHIBHBIH TenedoH. DTO camblii YIOOOHBIH U
OBICTPBIF  CrIOCOO BOCCTAHOBHTH JOCTYI K cuety. IlpuBszannbslii Tenedon

MOMOXKET, eClli 3alyJellh CBOH IUIaTeXHbIH NapoNlb MM 3alijienlh Ha CaiiT ¢

HE3HaKOMOI'0 YCTPOMCTBA;

2 Mcnone3yit onHopasossie maponu. [loce nepexoja Ha YCHIEHHYHO

aBTOpH3alMIO TeOe yxke He OyleT yrpoxaThb ONACHOCTh KPakKH HIM [epexBara
TUIATEKHOTO MapoJIs;

3, BbiGepu cnoxupiii naposns. [pecrynnukam Gyner He mpocto yraaarb
CIIOXKHbBIH naposib. Hajexxnble mapoim — 510 naponm, KoTopble COJIEpIKaT He
MeHee & 3HAKOB M BKJIIOHYAIOT B CeOsl CTPOYHBIE W MPOMHCHbIE OyKBBI, TH(PLI U
HECKOJIbKO CMMBOJIOB, TAKHE KaK 3HAK JoJulapa, hyHTa, BOCKIMLIATENbHbIN 3HAK U
T.11. Hanpumep, StROng!;;

4, He BBOIM CBOM JM4HbBIE 1aHHbBIE Ha caliTax, KOTOPBIM HE JI0BEPSIeLIb.

DJIEKTPOHHAS OYTA

DNEKTPOHHASI MOYTA — 3TO TEXHONOIUs M MPEJOCTABISAEMBIE €10 YCILyTH 1O
HEPECHUIKE M MOJYIEHHUIO 3JIEKTPOHHBIX COOOILEHUH, KOTOPBIE pacrpeelsioTcs B
KOMITBIOTEPHON  ceTH. OOBIYHO 3MEKTPOHHBI IOYTOBBIH  SIIMK  BBITVISIHT
CJIE/LyIOLIMM 00pa3oM: WMs_Tofib3oBaTens@ums_noMena. Taroke kpome nepeaayu
[TIPOCTOrO TEKCTA, HMEETCsI BOBMOXKHOCTb Ilepe1aBaTh (haibl.

OcnosHbIe coBeTbI 110 GesonacHoii pabore ¢ IeKTPOHHOH MOYTOM:

Is Hano BeiGpars npaBunbHbill nourossii cepsuc. B MuTtepuere ecth
OTPOMHBIH BbIOOP GECTIIATHBIX OYTOBBIX CEPBUCOB, OHAKO JIyHILIe INOBEPATH TEM,
KOT'0 3Haelllb U KTO IepBbIi B peHTHHTE;

2 He ykaseiBail B nmuunoil moute juunyio HH(OPMALHIO. Hanpuwmep,
Jlydiue BbIOpaTh «My3blKalbHbIA _(Ganat@» uin «pok2013» BMecTo «Temal3n:
3 Mcronb3yii 1ByXaTanHyo aBTopu3alnio. ITO KOrja MOMHMO 11apoJist

HY’KHO BBOJIMTH KO, IIPUChLIaeMblii o SMS;



4. Bribepy crnosxHbli naposs. s Kaxkaoro MOYTOBOTO SIIMKA JOJKEH
ObITh CBOM Ha/Ie/KHbIH, YyCTONYMBLII K B3IIOMY apoJIb;

5. Ecmi ecTh BO3MOXKHOCTH HAaIMCaTh CaMOMY CBOM JIHYHBIH BOIIPOC,
MCTIONB3YH 3TY BO3MOXKHOCTE;
6. HMcrnonb3y#i HECKOIBKO IOYTOBBIX SIIUAKOB. IlepBBIH IS 4acTHOM

NEPENUCKH C aapecaTaMu, KOTOPBIM ThI JOBEpsEllb. DTO 3JEKTPOHHBIH aipec He
HaJl0 UCMONB30BaThL IIPU PETUCTPALIMK Ha hopyMax U caiiTax;

s He oTkpbiBaii (aiiinbl U Apyrie BIOXKeHHs B MUCbMaX Ia)ke eClld OHU
NPUILIKA OT TBOMX Apy3el. Jlyulle yTOUHH y HHX, OTIPABISUIA M OHH Tebe 3Tu
datier;

8. [locne okoHuanus paGoOThl Ha MOYTOBOM CEPBUCE MEpes 3aKphITHEM
BKJIQJIKA C CAaWTOM He 3a0yap HakaTh Ha «BIATHY.

Kub6epOy/LIHHI HJIH BUPTYAJILHOE H31eBATENbLCTBO

KnbepOymmuur —  mpeciiefioBaHue  COOOLICHMAMH,  COJEPIKALIUMH
OCKOpOJIeHuS, arpeccuio, 3aryruBaHue; XYJIUTaHCTBO; COLIMAJIBHO®
OOHKOTHPOBaHKE C TOMOILBIO PA3IHYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIe coBeThbI 110 Gopbbe ¢ KuGepdy UTHHIOM:

1 He ©Opocalica B 6oii. Jlyummii crmocof: mocoBeToBaThes Kak cebs
BCCTH H, €CJIM HET TOro, K KOMY MOXHO OOpaTHTHCS, TO BHAYalle YCIIOKOUTHCS.
Ecnu Tel HauHels oTBewarh OCKOPOIEHHSIMH Ha OCKOPOIEHHS, TO TONBKO elle
OobIIIE pa3oIKIKEh KOH(IUKT;

2 Ynpasnsii cBoeit kubeppenyrauuei;

3. AHOHUMHOCTB B ceTH MHUMas. CYIIECTBYIOT CIIOCOOE! BBISICHUTD, KTO
CTOMT 32 AHOHUMHBIM aKKayHTOM;

4. He crout Bectn xynuranckuit o6pa3 BUpTyanbHON xku3HH. MHTepHET

(uKCHpyeT Bce TBOM HEHCTBHS M COXpaHSET UX. YIaluTh MX Oyner Kpaiine
3aTPYIHUTEIILHO;

5. Benu cebs BexInBoO;

6. Mruopupy#t enuuuuHerdf HeratuB. OIHOpPa30Bble OCKOPOUTETBHBIE
coodIeHnst Jyumie UrHopuposarh. OOBMHO arpeccus IIpeKpaiiaercss Ha
HavyajabHOM CTaUH;

7. ban arpeccopa. B nporpammax o6MeHa MrHOBEHHBIMH COOOIIEHHSMH,
B COLMANIbHBIX CETSAX €CTh BO3MOXHOCTH OJIOKMPOBKH OTIPABKM COOOILEHMI C
OTIPEJIEJIEHHBIX aJIPEeCOB;

8. Ecmu el cBuperens xkubepOymnunra. TBoum HeHCTBUS: BBICTYIHTH
NPOTUB IIpec/ieoBaTeNsl, I0Ka3aTh €My, YTO €ero JeHCTBHS OLEHHBAIOTCS
HETaTHBHO, IOJAAEPKATb JKEPTBY, KOTOPOH HYKHA ICHXOJIOIHYECKasi [OMOILLb,
COOOLIMTE B3POCIIBIM O (paKTe arpecCHBHOIO OBEICHHUS B CETH.

MobuiabHbli Tesedon

CoBpeMeHHBIe cMapTHOHBI U MJ1aHILIETH] coziepKar B cebe BIIOJIHE B3POCIIbIi
(GyHKLMOHAN, W Temepb OHHU MOTYT KOHKYpPHpPOBaThb CO CTallHOHAPHBIMH
KommetoTepamu. OHAKO, CPEACTB 3alUUThI IS TIOMOOHBIX YCTPOKCTB MMOKA OYEeHb
Majio. TecTHpoBaHME M IIOMCK YSA3BUMOCTEH B HHUX IPOHMCXOJMT HE TaK
HUHTEHCUBHO, Kak Juist 11K, To xe camoe kacaeTcst 1 MOOMITBHBIX TIPHIIOKEHHUHA.




CoBpeMeHHBIE  MOGHIIBLHBIE Opaysepbl yke IpakTHYecKH JIOTHATH
HACTONBHBIC aHANOTM, OAHAKO paciuMpenue (YHKIMOHANA BieYeT 34 coboit
OOMBIIYIO CIIOKHOCTD U MEHBIIYIO 3aLUIIEHHOCTb.

Hanexo He Bce npowussoauTenu BBIIYCKalOT OOHOBIICHHS, 3aKpbIBAIOIIHE
KPHTHYECKHE ySI3BUMOCTH 11l CBOMX YCTPONCTS.

OcHoBHbIe coBeTbI 1151 Ge30MacHOCTH MOGHIBLHOIO Teaedona:

L, Bynb ocTopoxen, Bens korna teGe MpEeANaraioT OeCIIaTHBIA KOHTEHT,
B HEM MOTYT OBITh CKPBITEI KAKHE-TO MJIaTHEIE YCIIyTH;

2 Hymai, npexne yeMm oTrmpasuTh SMS, doto unu Bumeo. Tel Touno
3Haelllb, I/le OHU OYIYT B KOHEUHOM HTOTe?

3. Heobxonumo o6HoBIATE ONEPaLMOHHYIO CUCTEMY TBOET'O cMapThoHa;

4. Hcnonb3yit antusupychbie ITPOTPaMMBI 1711 MOOMIIBHBIX Telle(h)OHOB;

3. He sarpysxaii npunoxenus or HEU3BECTHOr0 HCTOYHHKA, BeAb OHH
MOTYT COCPIKATh BPEJIOHOCHOE MPOrPaAMMHOE obecrieuenue;

6. [locne Ttoro kak Tbi BBIMCIIL C caita, rje BBOJIMJT  JIMYHYIO
HHpOpMaIHio, 3aiiau B HaCTpoiiku Opaysepa u yjanu cookies;

7. Tlepromuuecku npoBepsii kakie riaTHbe YCIIYI'H aKTHBHUPOBaHBI Ha
TBOEM HOMEpE;

8. Hasaii cBoit HoMep MOBHIBLHOrO Tele(poHa TOMBKO JIO/ISIM, KOTOPBIX
TbI 3HACLIbL U KOMY JIOBEPSEIIID;

9. Bluetooth nmomxen GwiTh BBIK/IIOYEH, KOIla Thl UM HE TI0JB3YEIIbCs.

He 3a0biBaii unora POBEPSTH ITO.

PHINHHT HIH Kpaka JHUYHBIX TAHHBIX

['maBHas uens GummHr - BHjA HHTepHeT—MOI_HeHHI/I‘-IeCTBa, COCTOHUT B
MOYYCHHH KOH(HACHINAIBHBIX JAHHBIX TONb30BATeNel — JIOTHHOB U NapoJiei.
Ha anrmaiickom si3pixe phishing uuraercs kax Quumnr (ot fishing — priGHas
J0BJI4, password — mapoin).

OcHoBHBIe coBeThI MO Oopbbe ¢ pumunrom:

l. Cnenu 3a cBoum dKKayHTOM. Eciu Thl momospeaerns, 4to TBOS
aHKeTa OblIa B3JIOMaHA, TO HEOOXOLUMO 3a0JI0KHPOBaTL €€ M  COOBLIUTH
AIMHHHUCTPATOpaM pecypca 00 3TOM Kak MOYKHO CKoOpee;

2. MHcnomesyii  GeszonacHbre BeO-caliTel, B TOM wumce, MHTEpHET-
MarasuHOB H IOUCKOBBIX CHCTEM:
i Mcnonbsyit cnoxkuble u pasuble naposi. Takum obpazoM, eciu Teds

B3JIOMAIOT, TO 3JIOYMBILIIEHHHKH I10Tyyar AOCTYN TONLKO K OAHOMY TBOEMY
MPOGUIIO B ceTH, a He KO BeeM:

- Ecin tebst B3nomanu, To Heobxomxmmo IPEeNYNPEaUTh BCEX CBOMX
3HAKOMbIX, KOTOpbIe 100aB/IeHbI y Tebs B Apy3bsx, O TOM, YTO TeDs B3IOMAaJIU W,

BO3MOXCHO, OT TBOEIro MMeHH OyJieT PaCChUIATBCS CnlaM M CCBUIKHM Ha (DMIIMHIOBLIE
CaMThI;

3 YCTaHOBH HaleKHbIH TTaposib (PIN) Ha MobunbHblit Tenedon;
6. Orkmoun coxpanenue napoJisi B Opaysepe;
7. He otkpeiBaii ¢aiiner u APYTHE BIIOXKEHMS B NMHUChbMaX Ja)Ke eCIH OHM

HPHILIM OT TBOMX Apysel. Jlydile yrounu y Hux, OTHPABJISIM JIW OHHM Tebe ITH
(abL.



